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It is undeniable that the proliferation of internet
access and internet-connected mobile devices has
improved health-care access and health outcomes
for marginalized populations worldwide. Internet use
has been associated with improved access to health
care,’ better health literacy,? and access to social
norms that promote health equity.® While the fastest
uptake of the internet is currently in Africa and Asia,
its use in low- and middle-income countries is far
from universal and is often stratified along longstand-
ing class, ethnic, racial, and gender lines. It is there-
fore in these countries where the digital divide
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between those with internet access and those with-
out it is most stark, especially among adolescent girls
and women.*

In addition to the digital divide, other disadvantages
of increased connectivity are emerging. Among them,
cyberviolence—antisocial, aggressive, and violent
content and behaviors that include but are not limited
to physical threats, sexual harassment, sex trolling,®
doxing,® and nonconsensual pornography’ —is an
all-too-common and an increasingly dark side to the
proliferation of internet use globally.
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About the Series

Genderbased violence (GBV) affects one in three women worldwide, making it
an urgent and important policy challenge. Many countries around the world have
passed laws intended to protect women from violence, yet violence persists.
Over the past year, the COVID-19 pandemic has raised awareness of the perils
women face from genderbased violence—what has come to be known as the
“shadow pandemic”—but it has also aggravated risk factors while increasing

barriers to protection, support, and justice.

This publication aims to focus on the intersection of gender-based violence and
the rule of law by examining how legal frameworks, judicial system responses,
and public policy contribute to the ways in which genderbased violence is—and
is not—addressed around the world. Each piece addresses the complicated
challenge of genderbased violence and the successes and failures of various

public policy responses globally, and offers recoommendations for a path forward.
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Cyberviolence affects all countries: It follows the
spread of the internet in high-income countries

and throughout the Global South. More than half

of girls and young women ages 15 to 25 reported
being the victims of cyberviolence, according to a
Plan International report based on research involv-
ing more than 14,000 women from 22 countries.®
Further, the risk is increasing with COVID-19. The
pandemic has shifted numerous social, educational,
and work-related activities online, further increasing
internet use. Children’s increased online exposure
is of particular concern, as cyber abuse typically
begins early in life: It is estimated that 1 in 10 girls
with access to the internet experience at least one
form of cyberviolence before the age of 15.°

“Marginalized groups are often
singled out for cyberviolence on the
basis of their identities.”

Like other forms of violence, cyberviolence inter-
sects with the social determinants of health—pov-
erty, education, gender inequality, and other forms
of interpersonal violence.’® Those at the highest

risk of cyberviolence are those who are already at
an increased risk of physical and sexual violence
that stems from an imbalance of power between
the victim and perpetrator: women, girls, LGBTIQ"
people, those with disabilities, and racial and ethnic
minorities. Further, marginalized groups are often
singled out for cyberviolence on the basis of their
identities. More than 40 percent of respondents in
the 22-country study who identified as LGBTIQ said
they were harassed online for their sexual or gender
identity; 37 percent of girls who belonged to racial
or ethnic minorities were harassed due to their
racial or ethnic identity; and 14 percent of those
indicating they had a disability had been bullied or
harassed online specifically because of their
disability.™
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Cyberviolence can lead to serious health conse-
guences. Victims report trouble sleeping, fear for
personal safety, reduced self-esteem, and feelings
of powerlessness.” The suffering of survivors can
lead to serious mental and physical health out-
comes, including depression, anxiety, social isola-

tion, suicidal ideation, and self-harm behaviors.’ ™
16

“Governments have been slow
to adopt and enforce regulations
that curb online abuse and hold
perpetrators accountable.”

Cyberviolence also blunts economic development
both at an individual and country level—so much so
that the United Nations has named it a significant
reason for the growing gender digital divide.” Ac-
cording to one study, nearly half'® of those experi-
encing cyberviolence reduced their online presence
or left platforms altogether. This suggests that
cyberviolence is exacerbating the already significant
gap in online access and participation between men
and women.

Though many have recognized that cyberviolence is
widespread and harmful, governments have been
slow to adopt and enforce regulations that curb on-
line abuse and hold perpetrators accountable. To do
SO requires a multipronged approach that includes
elements of primary and secondary prevention.
First, governments and the technology platforms

on which the majority of cyberviolence takes place
should work together to keep violent content aimed
at individuals off of the internet. In the United States
(where many major platforms’ headquarters are lo-
cated) President Biden's forthcoming Task Force on
Online Abuse and Harassment is part of a wider ef-
fort to regulate the production and sharing of violent
social media and other online content, as well as to
streamline reporting processes for those who en-
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counter this type of content.?° The European Union
is pushing for an independent safeguarding entity
to monitor and coordinate the response to cybervio-
lence.?' The entity would also serve as a regulatory
body to which tech platforms would be obligated to
report, and it would be given the authority to con-
duct external investigations of the causes of specific
instances of cyberviolence and mandate companies
to update mitigation techniques and strengthen
content policies to help prevent these abuses from
occurring.

In addition to fundamentally strengthening the
frameworks and agencies that regulate the produc-
tion of potentially harmful content, governments

at all levels should consider passing legislation that
holds perpetrators of cyberviolence accountable.
Laws outlawing revenge porn have already been ad-
opted across Europe and in 48 states in the United
States.?? Unfortunately, due to opposition by power
ful lobbies and a misunderstanding? of the nature
of online abuse, many of these laws are written so
narrowly as to be nearly useless.? The majority of
them are limited to situations in which the perpe-
trator acted with the intent to personally harm the
victim. But as with sexual assault, the important
guestion is not intent, but consent. According to a
study by the Cyber Civil Rights Initiative, nearly 80
percent of perpetrators of nonconsensual pornogra-
phy indicate they did not act with the intent to harm
the victim.?® However, this is no way lessens the
harmful impact of their actions. While children may
be somewhat better protected legally, due to the
widespread adoption of child exploitation statutes,?®
gaps in coverage, especially for teenage victims,
remain. The legal landscape is similar in low- and
middle-income countries (LMICs), most of which do
not have laws against cyberviolence. Some LMIC
countries (e.g., the Philippines,?” India,?® and South
Africa?®) have made progress on legislating against
specific acts of cyberviolence, but most LMICs

lack the resources needed to enforce these laws.
Globally, the functional limitations of existing laws
in two areas—(1) the forms of cyberviolence that
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are outlawed and (2) the restriction to perpetrators
who are motivated by a personal desire to harm the
victim—render the internet a breeding ground for
cyberviolence.

“Countries must also consider
whether marginalized groups may be
disinclined to report cyberviolence
due to other laws that may be hostile
to their identities.”

Beyond resource availability, the effectiveness of
cyberviolence laws greatly depends on the will and
the ability to enforce them. According to one study
of cyberviolence in India and the United States,
police officers in both countries who were suppos-
edly specially trained in cyberviolence enforcement
were still unprepared to serve cyberviolence survi-
vors or adequately pursue their perpetrators.® This
speaks to a broader need to both better train those
responsible for enforcing cyberviolence laws and
ensure that survivors have access to strong support
networks, including health-care providers, when
they bring these crimes forward. Countries must
also consider whether marginalized groups may be
disinclined to report cyberviolence due to other laws
that may be hostile to their identities. For instance,
living in a country with regressive laws regarding
homosexual behavior likely deters LGBTIQ victims
of cyberviolence from reporting crimes committed
against them. Existing at the intersection of other
marginalized identities (e.g., racial, ethnic, ability,
immigration status, religion) may similarly deter
reporting.

Law enforcement must also confront the miscon-
duct that occurs within its own ranks. Specific
accountability measures for officerperpetrated vio-
lence are imperative to the appropriate enforcement
of cyberviolence laws. For example, the Interna-
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tional Association of Chiefs of Police, a nonprofit
association based in the United States, advocates
for a zero-tolerance policy for police offenders. '

Despite the limitations and obstacles of legal re-
form, more laws against cyberviolence are needed.
Just as pressure from international organizations,
nongovernmental organizations, advocacy groups,
and the media exists to outlaw marital rape in juris-
dictions where it is not yet illegal,® similar pressure
should be mounted to outlaw cyberviolence. These
efforts must come with an understanding of, and
safeguards against, the disproportionate and often
unjust ways in which the criminal legal system has
affected historically excluded communities, which in
many cases has driven those communities to mis-
trust the police and criminal legal apparatus. As the
threat to women, girls, and other historically exclud-
ed communities continues to grow, it will be ever
more important to prevent cyberviolence through
comprehensive laws and policy reforms centered on
the experiences of survivors. Until that happens, the
true potential of widespread internet connectivity
will remain unrealized.
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